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Problem Statement

We want users to successfully and securely sign in, and in
the event they cannot, we want the interface to help users
easily recover from the errors.

Today we have too many users either getting locked out,
forgetting their credentials, or contacting Customer Support
for assistance. If we ignore this problem; support tickets will
continue to come in, dealers may miss deadlines...or worse...
stop using the portal.

Using a user-centered approach, we will evaluate the
current processes and look for ways to improve the User
Experience.
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August 2017-January 2018: Login Issue, Password Reset, and Account Unlock are the three leading reasons Dealer Portal users contact support.
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How credentials are created

A January 2017 study by Americans and Cybersecurity
revealed 39% of Americans admit to having a hard time
keeping track of their online passwords.

What are some reasons causing this difficulty?

| looked into how usernames/passwords are generated, how
users are given their credentials, and how the initial login
workflow is presented. The flow looks like this:
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It takes five departments and three applications to turn an applicant into a user.
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Application Submission

Each Guarantor will receive an account. Their credentials are
sent (automated) to the personal email they provided on the
application. This field is not required, nor is it clear why we are
asking for it. According to Dan E., roughly 50% of applications
are submitted without a personal email address.
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Without providing this email address, this user will not receive his/her credentials.

Problems
* Low completion of this form field
* Unclear why this information is needed

¢ Automated emails are sent here
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Generated Credentials

When a contract is marked “Awaiting Final Review” in
Discover, a dealer number is generated. This dealer number
becomes part of the username. By default, the username is
(dealer number)(first initial)(last initial). The dealer number
is newly created, the user has no prior knowledge of it and
must learn it.

Likewise, the generated password is the business phone
number from the contract. We are assuming the user
already knows the phone number... and which phone
number was listed on the application.

Problems
+ Username and Password are generated by the system

* Credentials are sent to the user before the contract is
signed
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Automated Email

The system generated credentials are automatically sent to the us-
ers (assuming we have a valid personal email address in the system).
The contracts have yet to be signed, or the account activated, but
the user already has a username and password.

This email confirms the creation of your account. You m
via the link below, using the provided username and temporary password.|After the initial login, you will be prompted
to set up a new password and establish security questions

Login URL: https:/icustomer.) .com/
Your usermame is:
Your temporary password is: —

Please numl this temporary password will expire after 48 hc:urs.llf you encounter any issues while accessing your
account, please contact support using the information below

US Customer Service Center 1.888.969.3721 - ngc.customersenvice@ .Com
Canada - Quebec Customer Service Center 1.855.864.9291 - ngc.dealerservicesmontreali@ LCOMm
Canada - National Customer Service Center 1.877.864.9291 - ngc.dealersenvicestorontof@ .COMm

Thank you for your business

Problems

*  Roughly 50% of users won't receive this email because
they didn’t submit a personal email address

+  This email can go unseen in a Junk Folder
+  Temporary password will expire after 48 hours

* User are told they'll be prompted to change their
password, but that is untrue.
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Onboarding

Once due diligence is completed by the Dealer Orientation
Representative, the DocuSign can be generated and
signed by the applicants. During this phone call, the Dealer
Orientation Representative tells the user their credentials
and has the option to email them.
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OnLine User 1D and Password

oM Tina {CAl - Carmel}
O Murray, Jareod (DA - Carmel |

Monday, March 5, 2018 at 2:24 PM
Show Deatails
I This massage is high prionty,

Online User ID and Passward

NGC acct#

Website www Lom

User |D# . (caps™)

Password = {dealership phane number no dashes|

rRemember, when your first time accessing: you will get security questions 10 appear, please answer,
and therlircru can choose your permanent user ID¥F and permanent password., I

Thank you,

Tina Marack
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Problems
« Users are directed to the marketing site, not the portal

+ Usernames and passwords are passed over the phone
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Initial Login

Users are greeted with security questions, but not the option
to update their username and password. Upon completing
these questions, the user lands on the dashboard.

@ ( English ] Espafiol Frangais ]
Welcome
Welcome to your Account Porial!
Sinca this is your first login 1o Account Portal, please set your security questions before you enter the site.
Security Question #1 I - Zmlect & Quesiion - v ]
Security Question #2 I -- Salect B Cuesilon - L4 ]
Securlty Question &3 I - Balect a Cuesiion - v ]

faneel m

Problems
+ Users are not prompted to change their password or
select a permanent username
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Updating User Profile

If the user successfully navigates to My Account > Profile
Settings, editing the User Profile settings are all-or-nothing.

User Profile Edit Settings
Username 115550ijr
Passwurd R EREAA R
Security Question 1 What street did you live on in third grade?
Security Question 2 What school did you attend for sixth
grade?
Security Question 3 In what city or town dirlunsr mathar and
father meet? :
User Profila Cancel Save Settings
Email terresa.stoll@coxauto
Cell Phone (832) 221-4444 Usernzme —[—*‘“’r‘
Fasawors (€ [
System displays a password on file. Confirm Password
Hecurity Question 1 [ ol oy o o id your motber andF W
ANSwer | 3l paso

Seourty Question 2 #hat roet did wou Ive onondhod graded W

|
Answer [ snlamn

Security Question 3 ‘ahid wies your coildhood nickraee? L2
ARSWer | nira

Email | JvToet® nexigearcacital.com

Coll Prane | 3~ SBEEEAER

Looks like a prompt to enter your password, not to change it.

Problems

« If you are using the system generated password, it
displays as empty in the edit screen...if you successfully
change it, it will display as masked.

« The blank form looks like you must enter your
password... and the labels do nothing to alert the user
this is updating the password.
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Validation and Error Handling

Selecting a new username and password offer little to no
assistance. | submitted the form using a duplicate Username
and invalid password.

Usar Profila Cancel Save Soitings

U'semame l

Pasawora g I

Confirm Password l

Usemame must be unique.

Don't make users guess... display if the username is valid or already taken.

Password ? [ ............ ]

Password Reset

Passwords must consist of a [ ___________
minimum of 8 characters.

Passwords must contain 3 of
the 4 following types of [ What street did you live on in third grade? W ]
characters: uppercase,
lowercase, number, or special [ CEEs e ]
characters.

i 1

Don‘t display rules behind a hover. Poor experience on mobile and not helpful in diagnosing the error(s)

Problems
« Users are forced to submit forms to find errors

« Helper text is hidden on hover...which is not helpful for
mobile users

+ Users don't have the option to view password
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Misinformation

The error message is not correct. There is no “Forgot

your username or password?” link... and it is not below.
The phone numbers are listed below, and appeared
highlighted... making it appear the preferred method to get
this issue resolved.

Usemname

.

. Remember Usermname

Password

United States 1.888.969.
Canada - Quebec 1.855.864.
Canada - National 1.877.864.

Updates have been made to the Ul but not the error messaging.

Problems

+ (Calling one of these three numbers looks like the
preferred method to getting this error resolved.
Especially since the error message give misinformation
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Misinformation

Request to change password through “I Forgot”

Thank you, check your email for the requested account information.

From: ) Customer Servicé

Sent: Tuesday, January 9, 2018 12:09 PM

To: E , Dan (CAl - Carmel) <Dan.E @ com>
Subject: Password Reset

This emall was generated in response to a user password reset request.

Your new password is: 8e72e2e0

You may change this password after logging in through the "User Settings" menu, followed by clicking "Change Password". I

If you have not requested a password reset, and believe you have received this email in error, please contact support using the infermation below:
US Customer Service Center 1.888.969. - nge.customersenvice@ LCOM

Canada - Quebec Customer Service Center 1.855.864 - nge.dealerservicesmontre al@@ .com

Canada - Mational Customer Service Center 1.877.864. - nge.dealerservicestoronto LCom

Thank you for your business!

Create a New Password

Passwords must consist of 2 minimum of & characters. Passwords must contain 3 of the
4 following types of characters: uppercase, lowercase, number, or special character.

Password:

Confirm Password:

Please enter a valid password.

Continue Cancel

Valid email instructions are easily scanned over

Problems
* The instructions don't match the workflow

« Validate the password on the first field, so | don't have to
type itin twice

+ Give an option to see what | typed
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